Ethical Issues and Guidelines for Internet Research

The fundamental tenets outlined in the policies and procedures governing the protection of human subjects in research studies conducted by Springfield College personnel apply to internet based research.  The complexity and nuances of internet research through, for example, e-mail surveys, web based surveys, on-line discussion groups, or chat rooms, present different challenges that need to be addressed in accordance with the National Bioethics Advisory Commission, WMA, APA, and ethical codes of other professional societies. Springfield College recognizes the value of internet research and has established the following guidelines to protect human subjects. 
Potential participants must be informed about the following:

1. the purpose of the research

2. procedures to be followed in the collection of data

3. time required for participation

4. affirmation that participation is voluntary and subjects may discontinue participation at any time, or choose, for example, not to answer particular questions without penalty
5. level of confidentiality or anonymity that will be maintained to the degree permitted by the technology used
6. risks, potential discomfort, or adverse effects (for example, emotional  distress caused by answering sensitive questions) and safeguards established to minimize risk exposure
7. benefits of participation

8. incentives for participation, if applicable

9. identification of who will have access to the data, how long the data will be protected (secure protection of information during the study, removal and storage of records following completion of the study, duration of storage is for a minimum of 3 years by primary investigator, faculty advisor, or department and accessible if review of the data is necessary)

10.  statement affirming that web surveys are password protected using a secure server without inclusion of identifying information

11. contact persons for questions about the research

12. statement that the participant has read the informed consent statement, all questions have been answered, and his/her willingness to complete the questionnaire or participate in the research implies consent.

13.  access to results whereby a summary or abstract may be posted or sent via e-mail.
The requirement for written documentation with participant’s signature in studies involving minimal risk may be waived by the IRB. These procedures may not apply to research involving children or other vulnerable groups who are not, according to federal regulations, empowered to authorize consent for themselves. While the child may assent, the parents or guardians must provide consent. With internet use, the identity/age of the participant is not easily determined. In general, as risk level increases for participants, the use of the internet may not be advisable.
The use of the Web for recruitment of subjects, data collection, and data analysis 

may be advantageous in securing larger or more specific samples more efficiently and at a lower cost. Careful attention must be given to the treatment and protection of research participants and, specific to student research, research advisors must be vigilant about use of on-line data analysis.

Best Practices for Internet Research

Source: Colvin, J., & Lanigan, J. (2005). Ethical issues and best practice for internet research. Scholarship, 97 (3), 34-39.

Colvin and Lanigan (2005, p.38) outlined best practices for online research based upon their review of the literature:

1. Carefully weigh the decision to seek informed consent of participants. Researchers must explore and identify the perceived level of privacy and degree of intimacy of communication exhibited within virtual communities. Participants of closed or moderated discussion groups may not consider their own archived or live communication public even though the Internet is indisputably a public forum.
2. Consult with information technology professionals during conceptualization and research design in order to plan and ensure confidentiality of data transmission and storage during the study and upon conclusion. Simple encryption or coding of data renders responses meaningful only to investigators. Data may be stored on CD-RW rather than a hard drive as an additional protection against hackers.

3. Seek permission from Web site owners and group moderators before posting recruitment announcements, Then, preface the recruitment announcement with a statement that delineates the permission that has been granted, including the contact person and date received. Identify a concluding date (deadline) for the research study and make every effort to remove recruitment postings, which often become embedded within Web site postings.
4. Include information in proposals and informed consent letters about the specific risks associated with online research participation as well as measures taken to minimize risk exposure.

5. Give participants the opportunity to ask the researcher questions both before and after participation. A discussion thread can be established for participants, a live chat can be scheduled, and the researcher’s e-mail address should be provided. A link to Frequently Asked Questions could immediately address participant’s concerns.

6. Debrief by creating a debriefing screen that automatically opens when the study is completed or the Web site is closed. This ensures that subjects who withdraw before completing the survey have the opportunity to debrief.

7. Remove all identifying information of individuals and groups, as well as location and time of messages when reporting research findings. Identifying information includes headers and signatures, e-mail addresses, Web routing numbers, and references within the message to personal or group identity.

Sample Informed Consent Statement for Web Survey
The purpose of this study is to identify …………. . 

250 Massachusetts teachers have been randomly selected to participate in this study.
Responding to the survey should take about 20 minutes of your time.
Your participation is voluntary and you may discontinue your participation at any time or you may choose not to answer particular questions.

You may be assured that your responses will remain confidential and will be accessed only by the researcher for the purpose of tabulating results. You have been assigned a number that allows the researcher to track that you have completed the survey but does not connect your responses with your name or the name of your school. Both the survey and the responses are sent over a secure, encrypted connection as is guaranteed by the ______Company. The data will be entered into a statistical program for analysis and removed from the hard drive and stored on a CD-RW.

If you would like a summary of the results, please contact me at____.

I have read the informed consent statement and understand that my willingness to complete the questionnaire implies my consent.

